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Event Search ¥

Total: 10000

Filter:

Please Select

Created Estimate Within Last 7 Days

Created Estimate
4 minutes ago
07.03.2022 11:05:54 UTC+00:00

9 minutes ago
07.03.2022 11:00:56 UTC+00:00

9 minutes
07.03.2022 11:00:66 UTC+00:00

10 minutes ago
07032022 10:59:31 UTC+00:00

10 minutes ago
07.03.2022 10:59:31 UTC+00:00

12 minutes ago
07.03.2022 10:57:65 UTC400:00

12 minutes ago
07.03.2022 10:67:65 UTC+00:00
13 minutes ago

07.03.2022 10:56:47 UTC+00:00
13 minutes

07.03.2022 10:56:47 UTC+00:00
16 minutes

07.03.2022 10:53:52 UTC+00:00
16 minutes ago

07.03.2022 10:53:52 UTC+00:00
16 minutes ago

07.03.2022 10:63:62 UTC+00:00

16 minutes ago
07.03.2022 10:53:52 UTC+00:00

~  Please Select

v Enter filter value

‘Organization Equals FI Car Finance

Received
2 minutes ago
07.03.2022 11:08:14 UTC+00:00

7 minutes ago
07.03.2022 11:03:02 UTC+00:00

7 minutes ago
07.03.2022 11:03:02 UTC+00:00

7 minutes ago
07.03.2022 11:03:02 UTC+00:00
7 minutes a

07.03.2022 11:03:02 UTC+00:00

7 minutes ago
07.03.2022 11:03:02 UTC+00:00

7 minutes ago
07.03.2022 11:03:02 UTC+00:00

12 minutes ago
07032022 10:67:50 UTC+00:00
12 minutes

07.03.2022 10:57:50 UTC+00:00
12 minutes

07.03.2022 10:57:50 UTC+00:00
12 minutes ago

07.03.2022 10:57:50 UTC+00:00
12 minutes ago

07.03.2022 10:67:50 UTC+00:00

12 minutes
07.03.2022 10:57:50 UTC+00:00

Device Name

DESKTOP0O1.demoruusinen.fi

DDESKTOPO001.demoruusinen.fi

DESKTOPOO1.demoruusinen.fi

DDESKTOPO001.demoruusinen.fi

DESKTOP001.demoruusinen.fi

DDESKTOP001.demoruusinen.fi

DESKTOP0O1.demoruusinen.fi

DDESKTOPQO1.demoruusinen.fi

DESKTOP0O1.demoruusinen.fi

DDESKTOP001.demoruusinen.fi

DESKTOPOO1.demoruusinen.fi

DDESKTOPO0O1.demoruusinen.fi

DESKTOPOO1.demoruusinen.fi

Organization

Fl Car Finance

FI Car Finance

Fl Car Finance

FI Car Finance

Fl Car Finance

FI Car Finance

Fl Car Finance

FI Car Finance

Fl Car Finance

FI Car Finance

Fl Car Finance

FI Car Finance

FI Car Finance

View:  System Default

® \ Q, Search events

Process Na Event Type
MicrosoftEdgeUpdate.exe  new_process
Isass.exe windows_event
Isass.exe windows_event
fsulprothoster.exe registry_write
fsulprothoster.exe registry_write
Isass.exe windows_event
Isass.exe windows_event
Isass.exe

Isass.exe

identity_helper.exe

svchost.exe

svchost.exe

identity_helper.exe

Process CMDL

"C:\Program Files (x86)\Micru

CAWINDOWS\system32\isast

CAWINDOWS|system32\isast

“C:\Program Files (xB6)\F-Se

“Ci\Program Files (86)\F-Se

CAWINDOWS\system32|isast

C:AWINDOWS\system32|isast

C:\WINDOWS\system32|sast

C:\WINDOWS\system32\isast

“C:\Program Files (x86)\WMicrt

C:AWINDOWS\System32\svct

CAWINDOWS\system32\sveh

"C:\Program Files (x86)\Micrc
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WithSecure™ EDR - WindowsiE#£ v > Fic & 3 {EE;EZE DR

HE PI54EF4 0OF 0

C:¥>net share
agézg.yu_-uul Feb 13, 2010 15:53:57 C:¥>\Nhoami
Ran net.exe with commands that are commonly used for reconnaissance. Feb 13, 2010 15:53:57 H
c ¥>net view
@ =il C et e . .
A DESKTOP-C5D0/BY C:¥>Wh Oa m I /d O m a I n

DESKTOP-C5D0JBO\RDRUser

e C:¥>

02326dd05056122e38a0bed53975c897723a57 dfdb

cmd.exe ‘

524ab0a40594d2b5f620f542e87a45472970a416

s773E30 « IWEEIF)E—FHSWindowstZEIT Y K%
O v s e R L CTEZESZ L TWAERENSHD
|8 - e WindowsiZ# v > REFERALTWVWSH.
TIIL AN REMTIIRIMTEHEW

Command prompt executed whoami.exe, this is usually harmless or self-test, but can be recon activity. Check ...

+ Ran net.exe with commands that are commonly used for reconnaissance.
+ Command prompt executed whoami.exe, this is usually harmless or self-test, but can be recon activity. Check ...
+ Command prompt executed whoami.exe, this is usually harmless or self-test, but can be recon activity. Check ... Feb 13, 2019 15:52:34

+ Ran net.exe with commands that are commonly used for reconnaissance. Feb 13, 2019 15:52:34
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AT

Cortana Cortana
Cortana Cortana
TP el Dol

@ Allow commonly needed ICMPve outbou... F-Secure Firewall

I I 0 F-Secure Hoster: Allow outbound TCP tra.. F-Secure Firewall FAT (=0 EC A
& F-Secure Hotfix: Allow cutbound TCP traf... F-Secure Firewall FTHT FHa | Al
@ F-Secure whitelisted process fsatpn.exe F-Secure Firewall FAT [F HEWL
@ F-Secure whitelisted process feorspsd.exe  F-Secure Firewall FAT Fr EC A
& F-Secure: Allow DHCP F-Secure Firewall FTHT FHa | Al
0 F-Secure: Allow DHCP IPvé F-Secure Firewall FNT [Ehl ELT A
& F-Secure: Allow DNS queries F-Secure Firewall FAT F i
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WithSecure™ Elevate
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