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One agent, one management center

and easy-to-add new Elements solutions

Elements Agent

‘—

Cloud-to-Cloud
Integration

\
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Solutions

Elements

Endpoint Protection

Endpoint Detection
and Response

2477
Threat Intelligence

Exposure
Management

Security Analytics

One data lake
with telemetry

Collaboration
Protection

Identity Security

Services
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Elements vs Business Suite

What more you get with Elements?

EPP features in Elements only

* Rollback and Server Share Protection

» Issues and Security Posture views

» Qutbreak control

« System Events Detection

» Endpoint encryption & recovery key management
« Automated tasks

« Patch Management for macOS

« Automatic agent upgrades with early access / piloting option
» Real-time operations from portal

EDR features in Elements only

« EDR Advanced Response features and tools
» Qutbreak control with EPP

« EPP and EDR managed from same portal

» Co-Monitoring Service

« MDR Service
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Elements vs Business Suite

What more you get with Elements?

Portal features

» Devices always use latest policies even when outside office network
and can update status and reach management when connected to
internet

* Flexible Elements API for custom integrations d

* Elements Connector for semi-airgapped environments and
SIEM/Syslog forwarding

« Send messages to users via Elements agent
* Frequent new improvements weekly
« Support for multi-tenancy

* More accessible support: You can grant portal access to WithSecure
Support for more efficient troubleshooting. Portal supports
requesting and collecting diagnostics packages from devices direct!
to WithSecure support
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Elements vs Business Suite

What more you get with Elements?

Integration to other Elements products

« QOutbreak Control that leverages EDR data to
automatically harden EPP settings and security posture

» Co-Security services: Elevate ,Co-monitoring & MDR

» Agent based authenticated scanning for Elements
Vulnerability Management from same agent (Requires a
separate license)

* Mobile Device protection and management from same
portal (Requires a separate license)

* Elements Collaboration Protection capabilities from same
portal (Requires a separate license)

* Elements XM capabilities from same portal (Requires a
separate license)

Additional services
« Co-monitoring (Requires a separate license)

« MDR (Requires a separate license)
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Other benefits of Elements

Reduce operating costs

Predictable operating costs

* No servers needed for management /
* No operating systems licenses needed for management /

* No need for installing management consoles -

* No backups and no need for highly available architecture:
Built-in redundancy

* Cloud scales automatically, no need to monitor or add
resources, hardware or other infrastructure
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Other benefits of Elements

Ramp-up productivity and flexibility

Productivity and flexibility

» Quicker development and release cycle of new features
and capabilities

* New features and improvements always installed and
available for implementation '

* No need to upgrade client and management server
versions. Always up to date

« Allinternet connected devices fully monitored and
managed 24/7 regardless of location

* No need to manually install security patches and hotfixes
» Flexible integrations via API

» Subscription and usage based pricing models

» Access to management via browser

e Platform benefits from other Elements solutions — All in
one portal
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Elements vs Business Suite

What is currently missing from Elements?

Business Suite only features

» Tree like Policy Domain structure with inheritance

» Fully isolated / Air-gapped mode

« Email and Server Security centralized management

« Atlant centralized management

» AD federation and AD structure integration l : ‘M'» “

« Data mining

* Botnet Blocker
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Business Suite & EDR

Business Suite with Elements EDR is approaching End Of Life (EOL)
« EOL dateis Dec 31st 2024

» Business Suite clients will no longer co-exist with Elements EDR after
this date

* Business Suite users who wish to continue with Elements EDR are
advised to switch over from Business Suite to Elements

« NOTE: Business Suite itselfis not in EOL
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How we
secure
our
cloud?
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From Business Suite
to Elements -

MIGRATION PROCESS



Migration process

High level steps for migration

® 6 6 6 6 6 o6

Create /
acquire
licenses to
Elements
Portal
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Review your
Policy settings
in Policy
Manager

Export all
unique Policy
Domain
settings to
corresponding
profile export
files

Import profiles
to Elements
Security
Center

Create
Elements
installation
package in
Policy
Manager

Deploy
Elements
Agent from
Policy
Manager

Assign correct
profiles from
Elements
Security
Centerto
migrated
devices
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Migration process

High level steps for migration

Create/ Review your Export all Import profiles Create Deploy Assign correct
acquire Policy settings unigue Policy to Elements Elements Elements profiles from
licenses to in Policy Domain Security installation Agent from Elements
Elements Manager settings to Center package in Policy Security
Portal corresponding Policy Manager Centerto
profile export Manager migrated
files devices
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Migration process

High level steps for migration
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Migration process

Why not start clean?

« Don’t move your legacy rules and settings: Implement better security posture
* Moving exclusions that are not needed can be risky
* Clean-up of old obsolete settings

« Take latest new Elements security features
and capabilities into use

» Harden your security settings and posture

« Get the benefits of Elements EDR already onboarded in new installations and add immediate visibility and respond
capability

« Implement immediately all the features like Rollback that are only available in Elements EPP
» Consider onboarding other agent capabilities like Elements Vulnerability Management easily in one go

» This approach requires piloting and testing but migration can be done in phases
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Q&A

Rudiger Trost
Manager Pre-Sales D/A/CH
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