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Erkennung und
Bewaltigung von
Cybersicherheits
-vorféallen

NIS2 10 Mindestanforderungen:


https://eur-lex.europa.eu/legal-content/DE/TXT/HTML/?uri=CELEX:02022L2555-20221227#tocId235

NIS2 10 Mindestanforderungen:

Geschafts-
kontinuitat bei
Cybersicherheits
-vorfallen
sicherzustellen.



https://eur-lex.europa.eu/legal-content/DE/TXT/HTML/?uri=CELEX:02022L2555-20221227#tocId235
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Software Only On-Demand Assistance, Outsourced Monitoring, Managed Detection
Investigation & Guidance Investigation & Guidance and Response
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» Countercept

‘Premium MDR’ for most
demanding customers
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Amount of human-delivered service



CO-MON. MDR CCPT
Coverage OO0 + 24/7 24[7 24/7

Agent EDR EDR CCPT
OS WIN, MAC, LINUX WIN, MAC, LINUX WIN, MAC, LINUX

Incident Response (Scope) NO EDR CCPT

Incident Response (Devices) NO 1 Device 5 Devices
Incident Response Retainer NO NO YES
Threat Hunting NO NO* YES
Security Insights NO NO YES
Engagement Manager NO Partner Handles YES
Deployment Support NO Partner Handles YES
Support Entitlement Premium Standard / TBD Premium
Elevate / DRT Request Elevate 3/1 Elevate 3/1* DRT Requests

Average Customer ~200 and below ~200-500 and above 500-1k+




Exposure Management

Extended Detection and Response

Endpoint Security

Collaboration Protection _

Exposure Management

Countercept

Managed Detection and Response
Elevate
Co-Monitoring

Incident Response and Readiness

Identify Protect Detect Respond Recover

*|dentity Security response Funktionen geplant flr Q4 2024



Exposure Management

Countercept

Managed Detection and Response
Elevate
Co-Monitoring

Incident Response and Readiness

Identify Protect Detect Respond Recover

*|dentity Security response Funktionen geplant flr Q4 2024



MDR-Service

Bestandteile
‘WithSecure MDR Bundle’
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Total 2020

Total 2021

Total 2022

Total 2023

Durchschnittliches Wachstum
WithSecure MDR
>100% pro Jahr

Ca 50% des Umsatzes mit
Partnerbeteiligung



CO-MON. MDR CCPT

Coverage OO0 + 24/7 24[7 24/7
Agent EDR EDR CCPT

oS WIN, MAC, LINUX WIN, MAC, LINUX WIN, MAC, LINUX
Incident Response (Scope) NO EDR CCPT
Incident Response (Devices) NO 1 Device 5 Devices
Incident Response Retainer NO NO YES
Threat Hunting NO NO* YES
Security Insights NO NO YES
Engagement Manager NO Partner Handles YES
Deployment Support NO Partner Handles YES
Support Entitlement Premium Standard / TBD Premium
Elevate / DRT Request Elevate 3/1 Elevate 3/1* DRT Requests
Average Customer ~200 and below ~200-500 and above 500-1k+




“Viz Digerlocien”

WITHSECURE WITHSECURE WITHSECURE

DISTRI.
PARTNER PARTNER
¥ ¥

CUSTOMER CUSTOMER CUSTOMER

Business Software . Service



CCPT Resale CCPT Referral

« Vertrag « Vertrag

- Pricing Pricing

Partner Status Partner Status

. Prozess « Prozess
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Co-

EDR > Elevate > Vo > MDR » Countercept

nitoring
Software Only On-Demand Assistance, Outsourced Monitoring, Managed Detection ‘Premium MDR’ for most
Investigation & Guidance Investigation & Guidance and Response demanding customers
Michael Huber Stefan Linnig
Director Sales Sales Engineer

Managed Services



Links:

EU-Richtlinien zur Netzwerk- und Informationssicherheit (NI1S2)

Verbesserung der Cybersecurity in der EU | WithSecure

NIS2 die 10 grundlegenden Anforderungen
NIS2 Gutachten

Endpoint Protection

Identity Security

Collaboration Protection

Extended Detection and Response

Managed Detection and Response
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https://eur-lex.europa.eu/legal-content/DE/TXT/HTML/?uri=CELEX:02022L2555-20221227
https://www.withsecure.com/de/expertise/topicals/nis2-enhancing-cyber-security-in-eu
https://www.withsecure.com/de/expertise/topicals/nis2-compliance
https://www.withsecure.com/de/expertise/campaigns/nis2-gutachten
https://www.withsecure.com/de/solutions/software-and-services/elements-endpoint-security
https://www.withsecure.com/de/solutions/software-and-services/withsecure-elements-identity-security
https://www.withsecure.com/de/solutions/software-and-services/elements-collaboration-protection
https://www.withsecure.com/de/solutions/software-and-services/withsecure-elements-extended-detection-and-response
https://www.withsecure.com/de/solutions/managed-services/withsecure-managed-detection-and-response
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